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The JRC's mission is to provide EU policies 
with independent, evidence-based scientific 
and technical support throughout the whole 
policy cycle 
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JRC activities 
 

Activities 
• Agriculture and food security 

• Economic and Monetary Union 

• Energy and transport 

• Environment and climate change 

• Health and consumer protection 

• Information Society 

• Innovation and growth 

• Nuclear safety and security 

• Safety and Security 

• Standards 
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EC Information Systems 
security framework 

 

 

Commission Decision C (2006) 3602 
concerning the security of information systems used 
by the European Commission 

 

and its Implementation Rules 
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EC Information Systems 
security framework 

Define the security 
plan 

• Scope and boundaries 

• Security needs (BIA) 

• Risk assessment 

Review and improve the 
security plan 

• Corrective actions 

• Preventive actions 

Implement the 
security plan 

• Implementation plan 

Monitor the 
effectiveness of the 
security plan 

• Audits 

• Incidents review 

• Reported breaches 
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EC Information Systems 
security framework 

 

 

Implementation Rules 
• Provides 85 security policy objectives based on 

ISO-27002, in 10 domains 

 

Series of internal standards 
• Each standard covers one or more security policy 

objectives 
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JRC Risk Assessment 
Methodology 

Risk Evaluation 

Countermeasures Selection 

Implementation Plan 

Maturity Plan 
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JRC Risk Assessment 
Methodology 

 

 

IR-CD3602 provides 85 security policy 
objectives 

 

ISO-27002 provides 125 controls 

 

COBIT 5 provides 37 processes 
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Methodology based on IR-CD3602, 
IEC-27000 and COBIT 5 

 

Mapping to federate the three approaches 

Integration under 85 common processes 
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Managed 

Improvement 

New Control. 
Not in 27002 
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RACI 

Goals Cascade 

Process Goals and Metrics 

Practices 

Activities 

Mapping under construction 
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End of Presentation 

Questions? 


