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« Nombre: David Pérez Conde
« Titulacion:
— Ing. Sup. Telecomunicaciones, UPV
— GSE (SANS, http://www.giac.org/certifications/gse.php)

Accriana Segrridad p Lotosmas 4 lw

« Cargos:

— Consultor de seguridad (indep.)

— Instructor de The SANS Institute (www.sans.org)
+ Blog: http://blog.radajo.com
« Mail: david.perez.conde @ gmail.com
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Fuentes: www.csi.telecinco.es, www.rsi.telecinco.es
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. Slstemas

— copia de disco duro

— copia de memoria (RAM)
« Red:

— captura de trafico
« Otros:
— teléfono movil
— agenda electronica
— tarjeta/unidad de memoria extraible

14.11.2007 6



Ej.1: Disco duro ~ "SACA

| Ciclo de C_.unhrunniuu
IBACA - CV "Rafocl Bornal”

. mE\?ldenm a:
— Fichero copia de un disco duro (Win XP):
demo01.hda.dd (10 GB)

 Pistas:

— El antivirus se quejaba de “edlm2.exe”
(Trojan.Tabela.F - Symantec) a partir del 12jun06

« Conclusiones:
— Malware inicial: Idr64.dll (W32.Beagle.DV - Symantec)
— Fecha infeccidon: 06/12/06 11:48:55AM
— Via de infeccion: EXE adjunto en correo web
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& E:\Demo01 _Analisis_Forense\Case_DEMOO1\dd_images

File

Edit  Miew  Favorites

O Back - J ir

Address || Z) Ed\Demo0l_Analisis_ForenselCase_DEMO01Ydd_images

File and Folder Tasks

J Make a new Folder

@ Publish this Folder ta the
w'eh

Other Places

|y “ase_DEMOOL
u My Docurnents

Iy Shared Documents
_é My Cornputer
"l_g My Mebwork Places

Details

Tools  Help

/ ! Search Folders Elv

Marne Size
| clean.hda,dd 10,485, 760 KB
=| clean.hda.Fdisk. bxt 1 KB
=| clean.hda.mds cu:up';.f kxk 1KB

=) deman1.hda.dd 10,485,760 KB

';1 dermo0l, hda n‘u:lSsum _copy.Exk
1 demadl.hda.mdSsurm_local, kxk

Tvpe

DD File

Text Document
Text Document
Text Document
DD File

Text Document
Texk Document
Texk Document

Date Modified

12-Jun-2006 12:32 PM
12-Jun-2006 12:158 PM
12-Jun-2006 13:47 PM
12-Jun-2006 13:35 PM
12-Jun-2006 11:58 AM
12-Jun-2006 11:44 AM
12-Jun-2006 12:11 PM
12-Jun-2006 12:03 PM
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F WATCH VIDED

Addresses = Calendar ~ HNotepad ~ What's New - Upgrades - Options

Check Mail Compose Search Mail - Search the Web
Previous | Mext | Back to Messages
Deleta Reply vl Forward - Spam | Mowe... vl
Folders [&dd - Edit] Thiz message iz not flagged. [ Flag Message - Mark 2= Unread | Printable Wiew
T Inbox (1) Date:  Mon, 12 Jun 2006 02:41:57 -0700 (PDT)
Draft "John Smith" <u_s_e_r_0_1@yahoo.com> Add to Address Book Add Mobile Alart
F
rom: g
QISEFIt wahoo! Domainkeys has confirmmed that this message was sent by yahoo,com, Learn more
[‘E_ESBLI”{ [Emnpty] Subject: 3@ The file I pramised
Trash [Ernpty] To: u_z_e_r 0 _l@yahoo.com
_s_=_r_0_l@w
See wour Hi John!
credit scara: $0
e Here you go the file | promised. You'l have to unzip it, rename it to ".exe" and run it.
ﬂ Wl Wideo Games
Enjoy your flights!
Earn a dagree oy ¥ g
in 1l yr
Jaohn.

Listen to Radio
On Yahoo! Music

Do ¥ou ¥ahoo!?

Tired of spam? Yahoal Mail has the best spam protection around
http:#fmail. yahoo. com

Attachments

Attachrment scanning provided by ﬁnﬁ%virﬂg

& File.zip (277k) Scan and Save to Computer - Save to Yahoo! Briefcaze

Delete | Reply - Forward - Spam Mowe... =

Previous | Mext | Back to Messages

Save Meszage Text | Full Headers [
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. EV|denC|a fichero de captura de trafico de red
— file_deletion_full_trace.cap (815 KB)

* Pistas:
— Fichero desaparecido: file4.txt

« Conclusiones:
— Meétodo: borrado SMB
— Fecha: 23mar07 09:45:55
— Quién: david@sans.org
— Desde: 10.10.10.11, CLIENTXP1
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i le_deletion, full trace.cap Wireshark

File Edit “ew Go Capture Analvze Shatiskics  Help

B W e BE@E x « 8 B « » » F & |EE Q&aaqQBf| @@ B X @
Eilter:| * Expression... Clear Apply
Mo. - Time: Source Destination Protocol | Info

aUssl. :0c:29:df: P P e Gratuitous Tl
209:30:52.700470 00:0c:29:df:d ff:ff:ff:ff:f ARP Gratuitous ARP for 10.10.10.3 (Reques
0.

3 09:30:53.700168 00:0c:29:df:d ff:ff:ff:ff:f ARP Gratuitous ARP for 10.10.10.3 (Reques
4 09:36:08.656978 00:0¢:29:57:1 ff:Ff:ff:ff:f ARP Gratuitous ARP for 10.10.10.11 (Reque
5 09:36:09.645077 00:0c¢:29:57:1 ff:ff:ff:ff:f ARP Gratuitous ARP for 10.10.10.11 (Reque
6 09:36:10.648722 00:0c:29:57:1 ff:ff:ff:ff:f ARP Gratuitous ARP for 10.10.10.11 (Reque
7 09:36:31.137549 10.10.10.11 10.10.10.255 NBNS Registration NB CLIENTXP1<00>

i Ry | OSAoCTos 1A 1A 1A 11 1A 1M 1Mm sCrC EIFSEL™ o cem scddmis csbeem wax RIS o~ Tl oMM b

# Frame 1 (42 bytes on wire, 42 bytes captured)
# Ethernet II, src: 00:0c:29:df:d0:39 (00:0c:29:df:d0:39), Dst: ff:ff:ff:ff:ff:ff (Ff:Ff:Ff: 1
# Address Resolution Protocol (request/gratuitous ARP)

0000 Ff ff £f £ ff £ 00 Oc 29 df d0 39 08 06 00 01 ........ b T TR
0010 08 00 06 04 00 01 00 Oc 29 df dO 39 Oa O0a 0a 03 ........ y - S,
0020 00 00 00 00 00 00 Oa Oa 0Oa O3 oo, : |

File: "Ci\Documents and SettingsidavidiMy Documents! davidhomeport3datos\EmpresalProvectosi071... | P: 2897 D: 2897 M: O
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