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« IT governance is the responsibility of executives and the board of
directors, and consists of the leadership, organisational structures
and processes that ensure that the enterprise’s IT sustains and

extends the organisation’s strategies and objectives.
(Font IT Governance Institute Cobit 4.0, USA 2005)

IT governance: Specifying the decision rights and accountability

framework to encourage desirable behavior in the use of IT.
(Font Weill & Ross. IT-Governance. HBSP,2004)

IT governance: The system by which the current and future use of IT is
directed and controlled. It Involves evaluating and directing the use of
IT to support the organization and monitoring this use to achieve

JJEL
(Font DIS 29382, ISO/IEC JTC1/SC7,2007)
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« ¢Qué decisiones se han de tomar?
¢ Quién las ha de tomar?
¢ Quién provee la informaciéon?
¢ Como se han de tomar?

¢ Cuando se han de tomar?

¢ Coémo se han de monitorizar y controlar?
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1. Pregunta:
(Que importancia otorga a los
siguientes  resultados del IT-

Governance de su organizacion en
una escala de 1 (nada importante) a 5§
(muy importante)?

2. Pregunta:
.Cual es la influencia del IT-
Governance de su organizacion en los
siguientes resultados en una escala de
1 (mada importante) a S (muy
importante)?

a. Coste de la utilizacion efectiva de las IT

b. Utilizacion efectiva de las IT para el aumento de negocio

c. Utilizacion efectiva de las IT para el uso de los activos

d. Utilizacion efectiva de las IT para ganar flexibilidad empresarial

Importancia total =

3. Calcule los resultados de gobierno: (Total x 100) / (5 x Importancia Total) =
(Importancia Resultados*Influencia)/5*Importancia Resultados
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Evalte su IT-Governance para cada uno de los items siguientes en
una escala de 1 (muy en desacuerdo) a 5 (muy de acuerdo):

1. Nuestros directivos pueden describir con detalle el IT-Governance de la organizacion.

2. Nuestro IT-Governance fue disefiado de forma activa y no mediante acciones descoordinadas.
3. Nuestro IT-Governance es estable y ha sufrido pocos cambios en los afios recientes.

4. Los gerentes que no conocen el IT-Governance reciben asesoramiento con el objetivo de que puedan seguir las directrices
establecidas.

5. Hay un nimero muy reducido de objetivos de negocio claves que dirigen el diseiio del IT-Governance.
6. Tenemos unos procesos de excepciones rapidos y bien definidos.
7. El IT-Governance tiene un(os) claro(s) propietario(s) y existen indicadores de medida del éxito.

8. Los sueldos, los incentivos y el IT-Governance estin en concordancia.

9. Tenemos un IT-Governance efectivo en la totalidad de la organizacion y en concordancia con los objetivos de negocio.

10. Nuestro director de SI podria ausentarse dos meses y nuestro IT-Governance seguiria funcionando correctamente.

x 2 = ToTAL [}
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« ¢ Queée decisiones se han de tomar?
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Principios IT

LAS 5 PRINCIPALES DECISIONES ; "SACA

(Font Weill & Ross. IT-Governance. HBSP,2004) Al servicio de los profesionales encargados

de la gobernabiidad dela informatica

Valencia Chapter

Arquitectura IT

Infraestructura IT

Aplicaciones de
hegocio

Inversiones y
prioridades
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IT GOVERNANCE

RESOURCE

MANAGEMENT

Las 5 AREAS -—HSACA

(Font IT Governance Institute Cobit 4.1, USA 2007) Alsevicio de los profesionalis encargadas
de la gobernabiidad dela informatica

Valencia Chapter

. Alineamiento Estratégico

focuses on ensuring the linkage of business and IT plans; on defining, maintaining and
validating the IT value proposition; and on aligning IT operations with enterprise
operations.

. Entrega de Valor

is about executing the value proposition throughout the delivery cycle, ensuring that IT
delivers the promised benefits against the strategy, concentrating on optimising costs
and proving the intrinsic value of IT.

. Gestion de Recursos

is about the optimal investment in, and the proper management of, critical IT resources:
applications, information, infrastructure and people. Key issues relate to the
optimisation of knowledge and infrastructure.

. Gestion de Riesgos

requires risk awareness by senior corporate officers, a clear understanding of the
enterprise’s appetite for risk, understanding of compliance requirements, transparency
about the signiticant risks to the enterprise, and embedding of risk management
responsibilities into the organisation.

. Medida del Performance

tracks and monitors strategy implementation, project completion, resource usage, process
performance and service delivery, using, for example, balanced scorecards that
translate strategy into action to achieve goals measurable beyond conventional
accounting.
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Responsabilidad

Estrategia

Adquisicién

Performance

Cumplimiento

Recursos Humanos
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 ;,Quién las ha de tomar?
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LOS 6 ARQUETIPOS '—HSACA
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Monarquia de Negocios

A group of, or individual, business executives (i.e.,Cx0s). Includes committees comprised of
senior business executives (may include CIO). Excludes IT executives acting independently.

Monarquia de IT

Individuals or groups of IT executives

Federal

Shared by C level executives and the business groups(i.e., CxOs and BU leaders) — may also
include ITexecutives. Equivalent of the center and states workingtogether.

Duopolio IT

IT executives and one other group(e.g., CxOs or BU leaders)

Feudal

Business unit leaders, key process owners or theirdelegates

Anarquia

Each individual user
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« ¢, Quiéen provee la informacion?
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Director ejecutivo (CEO)

Director financiero (CFO)

Ejecutivos del negocio o Directores areas funcionales.
Director de Sistemas de Informacién (CIO)

Propietario del proceso de negocio

Jefe de operaciones

Arquitecto en jefe

Jefe de desarrollo

Jefe de administracion de Tl (para empresas grandes, el jefe de funciones como recursos
humanos, presupuestos y control interno)

La oficina o funcién de administracién de proyectos (PMO)

Cumplimiento, auditoria, riesgo y seguridad (responsabilidad de control sin responsabilidad
operacional)
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Decision Domain

IT IT Business
IT Principles _ Infrastructure | Application |IT Investment
Architecture =
Strategies Needs

Most
common

Jm— — pattern for
- | all firms.
Monarchy

enterprises

¥ + The numbers in
Federal 83 ‘ ; each cell are
S O 3 & | @ |percentages of

the 256
n _
15

Duopoly > |studied in 23

countries. The
columns add to

pazijesyuan

Governance Archetype

No Data
or Don’t
Know
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« ;. Como se han de tomar?
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Corporate Governance

Stakeholders
Shareholders e.g., employees,
ustomers, creditor:
Board

| ] ) Know-how & || Relationship
Hl Financial Assets [ Physical Assets [ IP Assets ] '

Financial Governance
Mechanisms

Executive Committee
Budget Process

Capital Approval Process
Cash Flow Management
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STRATEGIC o

CONTEXT  Inesimen ENVIRONMENT
=S IMPACTS
STRATEGIC CORE

=

Opportunities: Technology
INTENT COMPETENCY .
I >< A Threats: Substitutes

L

CURRENT SUSINESS Constraints: Regulations
STRATEGY |~ | GOVERNANCE

DRIVES
ENABLES

Y

IT STRATEGY

ALIGNS
/ \ INFORMATIONAL

DELIVER IT
SERVICES ARCHITECTURE

IT PORTFOLIO

TRANSACTIONAL

INFRASTRUCTURE




.A.TG IT Porfolio

D’ Aﬁ%T,+TC)URT| Al (Font Weill & Broadbent. Leveraging the New ; ]‘SACA
IT-GOVERNANCE Infrastructure. HBSP,1998) Ea.enc.a Chagter

| Ciclo de Conferencias
IBACA - CV "Rafocl Bornal”

Argriana Zagrridsd § Loboeras e s TID

Gestion y Control Ventajas competitivas

INFORMATIONAL

Automatizacion RANSACTIONAL

INFRASTRUCTURE

Tecnologia y Gestion
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. Products
SHIC=L ggﬁﬁgﬁ'c Market ENVIRONMENT
. What we Customers IMPACTS

want to do STRATEGIC|_ |  CORE
INTENT COMPETENCY

Opportunities: Technology

I >< N Threats: Substitutes

Constraints; Regulations

CURRENT BUSINESS
<]

STRATEGY GOVERNANCE

INFORMATION

DRIVES
ENABLES

Specification Implementation
Barrier; | I[T STRATEGY i Barrier

« What IT is i « How to justify,
needed ALIGNS implement

/ \ i H i { andintegrate
DELIVER ]
SERVICES |7 |ARCHITECTURE :




1AITG

INSTITUT IT Architecture SACA
D’AUDITORIA | o st oo s
T GOVERNANGCE (Font Ross.MIT Sloan CISR,2005). B

| Ciclo de Conferencias =
IBACA - TV  Fafosl Bornal

Axcriania Seguridsd ¥ Lotosras ds b TIC

Strategic

Strategic Strategic Strategic Initiative

Initiative Initiative Initiative

Defines

Establishes
priorities

Learning

and Enterprise Architecture
exploitation

capabilities

Process & IT Platform
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IT Architecture
(Font Ross.MIT Sloan CISR,2005).

Coordination

Unification

Business Process Integration

m Shared customers or suppliers m Customers and suppliers may be local or
m Independent transactions with a need to glohal
know customer interactions m  Globally integrated business processes often
m Operationally unique business units with support of enterprise systems
. ® Autonomous business management m Business units with similar or overlapping
H Igh m Business unit control over business operations
process design m Centralized management often applying
m Shared customer/supplier data functional/process/business unit matrices
m Consensus processes for designing IT m High-level process owners design
infrastructure services; application standardized process
decisions are made in business units m Centrally mandated databases
m T decisions made centrally
Diversification Replication
m Few, if any, shared customers or suppliers | m Few, if any, shared customers
m Independent transactions m Independent transactions aggregated at a
m Operationally unique business units high level
® Autonomous business management m Operationally similar business units
Low m Business unit control over business m Autonomous business unit leaders with
process design limited discretion over processes
m Few data standards across business units | m Centralized (or federal) control over business
m Most IT decisions made within business process design
units. m Standardized data definitions but data locally
owned with some aggregation at corporate
m Centrally mandated IT services

Low

High

Business Process Standardization
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he base foundation ol budgeted-ior|iF capability (both
technical & human) as shared and reliable services

Fast changing local business applications
such as: claim processing, loan applications,
customer complaints support system, web-based
client information, consortia, BU systems

Local
Applications

-- Shared and standard applications —
Shared and Standard change less regularly such as
IT Applications accounting, budgeting, HRM

Shared Information Technology Services

Human Infolrmation Tlech nologyll nfrastructure

IT Infrastructure

Services stable over time such as
management of shared customer
databases, PC/LAN access, security

Human infrastructure of knowledge,
skills, policies, standards & experience

Information Technology Components Commodities such as computers,
printers, routers, database software,
operating systems, card swipers
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V anagement's Questions

How do responsible managers “keep the ship on course™ DASHBOARDS

How to achieve results that are satisfactory for the

largest possible segment of our stakeholders? SCORECARDS

How to timely gdapt the ﬂrggnl?atlon .tn trends and BENCHMARKING
developments in the enterprise’s environment?
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: : Enterprise
Enterprise Business : IT
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Business Governance dativer
Reaui _ " Requirements Information
require influence
L Information | run
imply
m“ Infrastructure

need and People
Business Goals for IT Enterprise Architecture for IT
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Business
which responds Heqmrements drive the

to investrments in

Enterprise
Information

IT Resources

to deliver

IT Processes
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Business Requirements
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PROCESSES
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IT Processes
Applications
Information
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INFORMATION
» effectivhess

» eficiency

« confidentiality

* integrity

+ availability

» compliance
MONITOR AND * reliability
EVAL\UATE IT RESOURCES

\ Applications
Information
Infrastructure
People

DELIVERY AND R
SUPPORT /\“

Font IT Governance Institute Cobit 4.0, USA / 'SA c A

Al servicio de los profesionalkes encargados
de la gobernabiidad dela informatica

Valencia Chapter

4

PLANNING AND
ORGANISATION

4

ACQUISITION AND
IMPLEMENTATION
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ME1 Monitor and evaluate IT performance.
ME2 Monitor and evaluate internal control.
MES3 Ensure regulatory compliance.

ME4 Provide IT governance.

Font IT Governance Institute Cobit 4.0, USA

2005)

Criteria

effectiveness
efficiency
confidenci
integrity
availability
compliance
reliability

e

IT
RESOURCES

Applications
Information
Infrastructure
People

MONITORING

DS1 Define and manage service levels

nd capacity.
DS4 Ensure continuous service.
DS5 Ensure systems security.
DS6 Identify and all
DS7 Educate and tr
e desk and incidents.

e the physical environment.
e operations

Ny

AQUISITION AND
IMPLEMENT

PO1 Define a strategic IT plan.

PO2 Define the information architecture.

PO3 Determine technological direction.

PO4 Define the IT processes, organisation and
PO5 Manage the IT investment.

PO6 Communicate management aims and direction.
PO7 Manage IT human resources.

PO8 Manage quality.

PO9 Assess and manage IT risks.

PO10 Manage projects.

relationships.

PLANNING AND
ORGANISATION

y/
N

| (O)\

DELIVERY AND l

SUPPORT

Al1 Identify automated solutions.

Al2 Acquire and maintain application software.

AlI3 Acquire and maintain technology infrastructure.
Al4 Enable operation and use.

Al5 Procure IT resources.

Al6 Manage changes.

Al7 Install and accredit solutions and changes.

@

SACA

Valencia Chapter
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Corporate
Governance of ICT

Business Processes
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Responsabilidad

Estrategia

Adquisicién

Performance

Cumplimiento

Recursos Humanos
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E .aluar m Monitorizar




1IAITG eacA
INSTITUT
0 AUDHORIA | IT-GOVERNANCE .

Al servicio de los profesionalkes encargados

IT-GOVERNANCE "~ Valoncla Chapter

| Ciclo de C_.unhrunniuu
IBACA - CV "Rafocl Bornal”

Ancriania Segrridead § Lotosras s L T1

e ¢ Cuando se han de tomar?
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¢Cuando se han de tomar ? 7 TISACA

Al servicio de los profesionalkes encargados
de la gobernabiidad dela informatica

Valencia Chapter

MIiNIMA VENTAJA
MiNIMO RIESGO

INFORMACION

‘

MINIMA
Informacion
toma decision

@
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Non-
Existent Initial Repeatable Defined Managed Optimised

0

LEGEND FOR SYMBOLS USED LEGEND FOR RANKINGS USED

Enterprise Current Status 0 Non-Existent - Management processes are not applied at all
. International Standard 1 Initial - Processes are ad hoc and disorganised
Guidelines 2 Repeatable - Processes follow a regular pattern
3 Defined - Processes are documented and communicated
4 Managed - Processes are monitored and measured
Enterprise Strategy 5 Optimised - Best practices are followed and automated

‘ Industry Best Practice
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» ¢,Como se han de monitorizar y
controlar?
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Requerimento de negocio
Focalizandose en

Metas TI

5e logra con

Controles clave
Se mide con

Métricas clave
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Metas de negocio

Impulsores de gobierno I itcrios de
Resultados del negocio informacion
N Recursos de

iInformacion
¥ P Tl
rocesos

Informacion

44— Infraestructura
-— Personas

l indicadores clave de
Hesempefio
3 3 3 3 t t t t Indicadores clave

de metas

Metas TI Ub). de control
de alto nivel
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Balanced Business Information
Scorecard Technology

TR/

measure measure
(outcome) (performance)
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Financial Perspective

Goal Measures

Customer Perspective Internal Processes

Goal Measures Goal Measures

Learn and Innovate

Goal Measures
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Business’s Responsibility IT’s Responsibility Business’s Responsibility

>
%+

A
A

L

.Y ___Y____
A

.Y ____¥Y_ ___
F Y

+ E[‘;l:,?mgf: IT General Contirols > %l;?mgf: —
Plan and Organise
Functional I I
Requirements — Acquire Deliver
and and Automated
Control " Services
Requirements » Implement Support

I I

Monitor and Evaluate

A
Y

Application Controls
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Responsabilidad
Estandares

Procesos de control
documentados

Informacién de control

Norms
Evidencia y Auditabilitat Sandards | ) ( compare) | Proces

Objectives

CONTROL
INFORMATION
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IT Governance

DIRECT
Objectives IT Activities

* IT is aligned with PLAN
the business, DO
enables the CHECK
business and
maximises CORRECT
benefits

Manage risks Realise Benefits

IT resources are
used responsibly

IT related risks
are managed
appropriately

REPORT

* security Increase Decrease
= reliability Automation - Costs - be
* compliance | be effective efficient
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Enterprise IT Risks

Contlnmty Integnty Strateglc Change

+ Availability Information protection < Data accuracy, « Ability to

+ Business continuity « Knowledge sharing tlmel!ness and |mplement major
. consistency strategic change
+ Disaster recovery * Preventing malicious

attacks « Regulatory compliance

i N —

IT Risk Factors

Technology & Applications & People & Policy & Organizational
] O = nformation i Dthe Parthe Proce

» Configuration « Architecture » Turnover * SLAs « Controls - Cost cutting

management complexity « Skills planning « Use of firm’s architecture - Organizational
» Degree of » Redundancy « Recruiting/ methods/standards « Degree of Complexity

standardization  « Data consistency training « Sole source standardization . Funding

* Age of * Degree of » |IT/Business « Customer risk * Degree of processes
technology customization Relationship tolerance accountability

External Threats
New regulation
Virus
Geopolitical
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Threat

Source

Vulnerability
to Attack
Exists

‘ ‘IS ‘ES Unacceptable
Risk

Risk Accept
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« Asumir el riesgo
— Aceptar el riesgo potencial y continuar operando

Evitar el riesgo
— Eliminar la causa (apagar el sistema)

Limitar el riesgo

— Plan para priorizar, implementar y mantener controles

Conocer e investigar
— Reducir la pérdida en base al conocimiento de las vulnerabilides

Transfterir el riesgo
— Pdliza de seguro
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 1.- Priorizar acciones

— Especial énfasis matriz de riesgo ALTO

2.- Evaluar recomendaciones de control

— No siempre los controles recomendados son los adecuados a nuestra organizacion

3.- Analizar coste-beneficio

— Descripcién del coste y beneficio de implementar o no controles

4 .- Seleccionar controles

— Deben combinarse controles de gestion, operacionales y técnicos

5.- Asignar responsabilidades

— Personal interno y externo

6.- Desarrollar un plan de accion
/.- Implementar los controles seleccionados

— Reduciremos el riesgo pero no lo eliminaremos

Al servicio de los profesionalkes encargados
iidad dela informatica
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1. Sea Proactivo, no reactivo

2. Sepa cuando redisenar

3. Involucre a todos los altos directivos

4. Tome decisiones

5. Clarifique el manejo de las Excepciones
6

7

8

9

1

Incentive
Asigne propiedad y responsabilidades
Considere diferentes niveles
. Sea Transparente y eduque
0.Implemente mecanismos comunes

'Jalencla L‘.hapter
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EN MEMORIA DE RAFAEL
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